NHdbopmaumoHHas namMaTka ans y4eHUKoB

NHOOPMALIMOHHAS NMAMATKA N1 OBYHAIOLLMXCA /14 PASMELLEHNA HA O®ULINABbHbBIX
NHTEPHET-PECYPCAX

C KaXxablM roAOM MOJSIOAEXMN B MHTEPHETE CTAHOBUTLCS 6OMblUe, a WKONbHUKN OAHWN U3 CaMbIX
AKTMBHbIX Monb30BaTenen PyHeta. Mexay TeM, NOMMMO OFPOMHOMO KOJTIMYECTBA BO3MOXXHOCTEMN,
WHTEpHET HeceT 1 nNpobneMbl. ITa NamsTKa AO/MKHA NOMoYb Tebe 6e30nacHO HaxoaANTbLCA B CETU.
KoMnbtoTepHble BUPYCbI

KOMMbIOTEPHBIM BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBIX MPOrpPaMM, OT/IMYUTENBHOW
0COBEHHOCTBIO KOTOPOW ABASETCS CMOCOBHOCTb K Pa3MHOXEHUIO. B AONONHEHNE K 3TOMY, BUPYChbI
MOryT NMOBPEANTb UM MOSTHOCTLIO YHUYTOXWTb BCE (haisibl M AaHHbIE, MOAKOHTPOSIbHbLIE
nonb30BaTeNto, OT MMEHM KOTOPOro Gbina 3anyLieHa 3apaXKeHHas NporpamMMma, a Takxe NoBpeanTb
WK JaXKe YHUYTOXXWTb OnepaLmMoOHHYH0 CUCTEMY CO BCceMu aiinamm B LenoM. B 6onbluMHCTBE
C/ly4aeB pacnpoCTPaHAIOTCS BUPYCbl Yepe3 MHTEPHET.

MeToabl 3alWmTbl OT BPEAOHOCHbIX MPOrpamMMm:

1. Wcnonb3yi cOBpeMEHHbIE ONnepaLMOHHbIE CUCTEMbI, MMEIOLLNE CEPbE3HBIN YPOBEHDb 3aLUMUTbI
OT BPeAOHOCHbIX NMpOrpamMm;

2. TocTosiHHO yCTaHaBnMBaKl natum (UMdpOoBble 3amnaTkM, KOTOpble aBTOMATUYECKM
yCTaHaB/IMBAIOTCS C LiESIbIo A0PaboTKM NpPorpaMMmbl) U Apyrue 06HOBNEHWUS CBOEN
onepaumnoHHoM cucteMbl. CkaumBal X TONbKO C oduumManbHoro cavta paspabotumka OC.
Ecnu cyliecTByeT pexknM aBTOMaTMyeckoro 06HOBMIEHMS, BKIKOUN €ro;

3. PaboTali Ha CBOEM KOMMblOTEPE NOA NpaBaMy NONb30BATENS, @ HE aAMUHUCTpATOpa. ITO He
No3BONNUT 60NbLUNHCTBY BPEAOHOCHBIX MPOrpaMM MHCTaNIMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Wcnonb3yi aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHbLIX MPOU3BOAUTENEN, C
aBTOMaTMYeCcKMM OBHOBNEHMEM 6a3;

5. OrpaHuyb GU3NYECKMIN AOCTYMN K KOMMbIOTEPY ANS MOCTOPOHHMX NL;

6. Wcnonb3yl BHEWHWE HOCUTENN MHGOPMaLIMK, Takue Kak drneLka, AUCK unu dann 13
WHTEPHETa, TOSIbKO M3 NPOBEPEHHbIX MCTOYHMKOB;

7. He oTKpbIBail KOMMNbIOTEPHbIE (Daiisibl, MOMYUYEHHbIE U3 HEHAAEXHBIX MCTOYHUKOB. [axe Te
aiinbl, KOTOpbIe NpUCNaN TBOM 3HAKOMbIN. JTydlle yTOUYHM Y HEro, OTNPaBNsA v OH Tebe
nx.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepeaayn AaHHbIX, HE TEXHOMOMMS, a BCEro Nunilb 6pena, mapka. Ewe B 1991
rofy HuaepnaHackas KoMmnaHusa 3aperncrpuposana bpena "WECA", yto obo3Havano
cnoBocoyeTaHune "Wireless Fidelity", koTopbin nepeBoanTCs Kak "6ecnpoBogHas TOYHOCTL".

[lo Hawero BpemMeHu gowna apyras abbpeBuatypa, KOTopasi ABMSIETCS TaKOW e TeXHOMornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6b110 AaHO C HAMEKOM Ha CTaHAAPT BbICLIEW 3BYKOBOW
TexHukn Hi-Fi, 4yTo B nepeBode 03HaYaeT "BbiCOKast TOYHOCTL".

[a, 6ecnnaTHbIi MHTEPHET-AOCTYN B Kade, OTENsIX M a3pornopTax SABNSETCS OT/IMYHON
BO3MOXHOCTbIO BbIXOZa B MHTEPHET. HO MHOrMe 3KCnepTbl CUMTAKOT, UTo obwenocTtynHele Wi-Fi ceTu
He aBnsaTCS 6e30nacHbIMK.

CoseTbl No 6e3onacHoCTN paboTbl B 06wWeaocTynHbIX ceTsax Wi-fi:



He nepepaBaii cBOKO NMYHYO MHbOpMaUMio Yepes obueaoctynHble Wi-Fi ceTu. Pabotas B
HWX, XenaTenbHO He BBOAWTb Naposv AOCTYNA, JIOrMHbI U Kakue-To HOMepa;

Mcnonb3yi n 06HOBNSIN @aHTUBUPYCHbIE NPOrpaMMbl U 6paHaMayep. TeM caMbIM Tl
obe3onacuiub cebsi OT 3aKauku BUpyCa Ha TBOE YCTPOMCTBO;

Mpw ncnonb3oBaHum Wi-Fi oTkntoumn dyHkumio "O6wmii goctyn K darinaM n npuHTepam”.
[aHHas hyHKUMSA 3aKpbiTa Mo YMOMYaHWIO, OAHAKO HEKOTOpPbIE NOMb30BaTENM aKTUBUPYIOT
ee ans yaobcrea UCNonb30BaHKUS B paboTe unu yyebe;

He ncnonb3yi nybnnunbii WI-FI ans nepeaayn NMYHbIX AaHHbIX, HanpuMep Ans Bbixoaa B
coumanbHble CETU UK B SNIEKTPOHHYIO MOYTY;

Mcnonb3yi ToNbKO 3alluileHHoe coeamHenne Yepes HTTPS, a He HTTP, T.e. npu Habope
Beb-aapeca BBOAM MMeHHO "https://";

B MobunbHOM TenedoHe oTkoun dyHkumio "MoaknoyeHne Kk Wi-Fi aBTomaTnyecku". He
J0MyCKaii aBTOMaTUYECKOro NOAK/YEHUS ycTpoicTBa k ceTsim Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn
CoumanbHble CETU aKTUBHO BXOAST B Hally XW3Hb, MHOr1e NoAM paboTaloT M XUBYT TaM

NOCTOAAHHO, a B Facebook y)e 3apernctpMpoBaH MUINMApA YEN0oBeEK, YTO ABMSETCA OAHOW CeAbMOM

BCEX XXWUTeNelN nnaHeTbl. MHOrMe nonb3oBaTeNIn He NMOHMMAIOT, YTO VIH(bOpMaLI,VIﬂ, pasMeLlleHHasa

MMU B COLUMANbHBIX CETAX, MOXET 6bITb Haﬁp,eHa M UCMNOJZIb30BaHa KEM yroaHo, B TOM 4ncCne He

o0b6513aTenbHO ¢ 61arMMmM HaMepeHUsIMU.

OcHoBHble coBeTbl N0 6€30MacHOCTN B COUMAnbHbIX CETSIX:

1.

OrpaHuyb Cnucok Apy3eit. Y Tebst B Apy3bsax HE AO/MKHO BbITb C/Ty4alHbIX U HE3HAKOMbIX
noaen;

3almiLal CBOK YacCTHYHO XM3Hb. He ykasbiBal naponu, TenedoHsl, agpeca, AaTy TBOEro
POXAEHUS U APYTYIO IMYHYIO MHDOPMALMIO. 3M10YMbILIEHHUKM MOTYT UCMOMIb30BaThb AaXe
NHGOPMaLMIO O TOM, Kak Tbl U TBOM POAUTENWN MSIAHUPYETE NPOBECTU KaHWKYbI;

3almiLan CBOK penyTaumio - AEPXU €€ B YACTOTE M 3aAaBalt cebe BONpoc: XoTen 6bl Thi,
yTOObI APYr1e NOSb30BaTENN BUAENW, YTO Thl 3arpyaellb? MogyMai, npexae YeM 4To-To
onybnnkoBaTb, HaNMcaTb U 3arpy3uTb;

Ecnm Tbl roBopuLLb C NOABMM, KOTOPbIX HE 3HAELLb, HE UCMOSb3YI CBOE peasibHOe UMSI 1
APYTYI0 NINYHYO MHDOPMaLMK: UMS, MECTO XUTENbCTBA, MECTO ydebbl 1 npoyee;

M36erait pasmelleHns doTtorpaduin B IHTEPHETE, rae Thl M306paXKeEH HAa MECTHOCTU, MO
KOTOPOMN MOXHO OMNpeAenuUTb TBOE MECTOMOSOXEHUE;

Mpwn perncrpaumm B coumanbHON ceTU HEO6XOAMMO MCMOsb30BaTh C/IOXKHbIE Maposy,
COCTOSILLME M3 BYKB U LUM@P M C KOIMYECTBOM 3HAKOB HE MeHee 8;

[lns coumanbHOM CeTH, MOYTbI U APYrMX CaMToB HEOHXOAMMO MCMOb30BaTh PasHbie MNAPOsN.
Toraga ecnu Tebst B31OMAIOT, TO 3/10YMbILSIEHHUKN NONy4YaT AOCTYN TO/IbKO K OAHOMY MECTy,
a He BO BCe Cpasy.

DNEKTPOHHbIE AeHbIM
DNEKTPOHHbIE AEHbMN - 3TO OYeHb YAO0OHbIM CNOCO6 NnaTexen, OAHAKO CYLLECTBYIOT MOLLEHHUKM,

KOTOpPbIE XOTAT NOJY4YUTb 3TU AEHBLIU.

3ﬂeKTpOHHbIe AeHbIr’n NosiBUINCb COBCEM HEQABHO MU UMEHHO U3-3a 3TOr0 BO MHOIMMX rocyapcreax

[0 CUX MOP He MPOMMCaHO NPO HUX B 3aKOHAX.
B Poccum ke oHM hyHKLIMOHUPYIOT M O HUX YXKE NPONMCaHO B 3aKOHE, rAe UX pasaensioT Ha

HECKOJIbKO BMAOB - aHOHUMHbIE U HE @aHOHUMHbIE. Pa3HULA B TOM, YTO aHOHUMHbIE - 3TO Te, B



KOTOpbIX pa3peLuaeTcs NpoBoAMTb onepauun 6e3 naeHtTudmKaummn nonb3osBaTens, a B HEAHOHUMHbIX
naeHTUdMKaLUmMs NoNb30BaTeNs SABNSETCS 06s13aTeNbHON.

Takke crneayeT pa3nmyatb 3NeKTPOHHbIE dMaTHble AeHbrn (PaBHbI FOCYAapCTBEHHbBIM BankoTaM) m
3NEeKTPOHHbIE HeduaTHble AeHbrW (He paBHbl FOCYAapCTBEHHBLIM BanoTaMm).

OcHOBHbIe COBEThI N0 6e30nacHoM paboTe C 3M1eKTPOHHLIMM AEHbraMu:

1. TpuBSXM K cHETY MOBUNLHDIN TenedoH. ITO caMblii YAOBHBIV 1 BbICTPLIA CNOCco6
BOCCTAHOBWTb AOCTYN K cyeTy. MNpuBsA3aHHbIN TenedoH NoMoXeT, ecnm 3abyaellb CBOM
NNATEXHbIA NApOsb UM 3aliAellb Ha CalUT C HE3HAKOMOr0 YCTPOWCTBa;

2. Wcnonb3yi ogHopa3oBble naponu. lMocne nepexona Ha YCUNEHHYI0 aBTopu3auuio Tebe yxe
He 6yaeT yrpoXaTb ONacHOCTb KpaXkn Unu nepexsaTa NiaTeXHoro napons;

3. Bblbepu cnoxHebli naposnb. MpecTynHukam 6yaeT He NPOCTO yraaaTh CIOXHbIN Naposb.
HapexHble naponun - 3T0 Naponu, KOTopble CoAepXaT He MeHee 8 3HaKOB 1 BKJIOYAOT B
cebsi CTPOYHbIE M NPONUCHbIE ByKBbI, LMMPbI U HECKOBKO CMMBOJIOB, TakMe Kak 3HaK
faonnapa, gyHTa, BOCKIMUATENbHBIM 3HaK K T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NNYHbIE A@HHBIE HA CalTax, KOTOPbIM HE AOBEPSIELLD.

DNeKTPOHHas rnoyTa

DNeKTPOHHas NoYTa - 3TO TEXHOMOrMA U NPeaoCTaBsSieMbIE K0 YCIYrn Mo NepecbIIKe U NOyYEHUO
3M1EKTPOHHbIX COOBLLEHMI, KOTOPbIE pacrpeaensoTcs B KOMMbIOTEPHON ceTh. OBbIYHO 3M1EKTPOHHbIN
MOYTOBBIN SILUMK BbIFNAAUT CEeaytoWmMM 06pa3oM: MMS_Monb30BaTeNa@uMsa_aoMeHa. Takxke KpoMe

repeaayy NpocToro TeKCTa, UMeETCS BO3MOXHOCTb nepeaaBaTth (aitnbl.

OcHOBHbIe COBETHI M0 6e30nacHoi paboTe C 3N1EKTPOHHON MOYTON:

1. Hapo BbI6paTb NpaBW/bHBIN MOYTOBbIN CEPBUC. B MHTEPHETE €CTb OrPOMHbIN BbIGOP
6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO yylle AOBEPSTb TEM, KOr0 3Ha€ELLb U KTO NEPBbIN
B PENTUHTE;

2. He yka3blBail B IMYHOMN MOYTE NIMYHYIO0 MHOPMaumio. Hanpumep, nydlue BbibpaTb
"My3blKanbHbIN_daHaT@" unu "pok2013" BMecTo "Temal3";

3. Wcnonb3yi AByx3TanHylo aBTopy3aumio. 3TO Koraa noMUMO Napons Hy)KHO BBOAUTb KOA,
npucbiiaemMsin no SMS;

4. Bblbepu CNoXHbIN Naponb. [N KaAoro NoYTOBOro ALMKA AO/MKEH ObiTb CBON HaEXHbIN,
YCTOMYMBBIN K B3/IOMY Naposb;

5. Ecnum ecTb BO3MOXHOCTb HAanMMcaTb CAMOMY CBOW JIMYHBIA BOMPOC, UCMONb3Yi 3Ty
BO3MOXXHOCTb;

6. Mcnonb3yi HECKONIbKO MOYTOBbIX ALUMKOB. MepBbIl ANt YaCTHON NEPENUCKN C aapecaTamu,
KOTOpPbIM Tbl IOBEPSiELLb. ITO 3NEKTPOHHbIN aapec He HaZlo MCMOb30BaTb NPU PErucTpaumnm
Ha cdopyMax v canTax;

7. He oTkpbiBal ainbl 1 Apyrue BAOXEHMS B NMMCbMaX, AaXe eCnivi OHW NPULLIAN OT TBOMX
Apy3eit. Jlyylle yTOYHW Y HUX, OTMPaB/sSAN M oHU Tebe 3Tu dainbl;

8. Tocne okoH4YaHUs paboTbl HAa MOYTOBOM CEpBUCE Nepea 3aKpbITUEM BKIAAKN C CAUTOM He
3abyab HaxaTb Ha "BbiATi".

KunbepbynnunHr nnmn BupTyanbHOe n3aeBaTebCTBoO

KnbepbynnuHr - npecneaoBaHne CoObLEHNSIMU, COAEPXKALLMMM OCKOPONEHUS], arpeccmto,
3anyruBaHue; Xy/IMraHCTBO; coumanbHoe 60MKOTMPOBaHME C MOMOLLbIO PA3/IMYHBIX MHTEPHET-
CepBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynIMHrom:



1. He 6pocavics B 601. Jlyywmin cnocob: NocoBETOBaTLCS Kak cebsi BECTU M, €C/IM HET TOro, K
KOMYy MOXXHO 06paTuUTbCS, TO BHaYasne yCrnoKOUTbCA. ECin Tbl HaYHeLWwb OTBeYaTb
ockopbneHnsaMm Ha ockopbieHns, TO TONbKO elle 6onblue pa3oxoKeLlb KOHMDINKT;

2. YnpaBnsi cBoen kubeppenyTtaumen;

3. AHOHMMHOCTb B CeT MHMMast. CyLlecTBYIOT Cnocobbl BbISICHUTb, KTO CTOMT 3@ @HOHWMMHbIM
aKKayHTOM;

4. He cTouT BECTU XyNUraHCKMUIA 06pa3 BUPTYanbHOM XM3HU. IHTEpHET hMKCMpYyeT BCe TBOM
[ENCTBUSI U COXPAHSIET MX. YAanuTb UX ByaeT KpaiiHe 3aTpyaHUTENbHO;

5. Cobntogai CBOKO BUMPTYasibHYO YeCTb CMOJIOAY;

6. WrHopupyin eavHNYHbIM HeraTe. OAHOPa30BbLle OCKOPOUTENBbHBIE COOBLLEHNS NyYLle
nrHopupoBaTtb. OBbIYHO arpeccusi NPeKPaLLAETC Ha HavanbHOM CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMM COOBLLEHNSIMI, B COLMAIBbHBIX CETSX
€CTb BO3MOXHOCTb G6/TOKMPOBKM OTMPaBKWN COOBLLEHNI C ONpeaeneHHbIX aapecos;

8. Ecnwm Tbl cBuaeTenb knbepbynnmHra. TBom AEACTBUS: BbICTYNUTL NPOTUB NpecneaoBaTens,
rokasaTb €My, YTO €ro AeNCTBUS OLEHMBAKOTCA HEFATMBHO, NMOAAEPXKATb XXEPTBY, KOTOPOW
HY>KHa ncmMxonornyeckas nomoLLb, CoobLWMTb B3POC/IbIM O (hakTe arpecCMBHOrO NoBeAeHNs B
ceTu.

Mo6unbHbIN TenegoH

CoBpeMeHHble cMapTdhOHbI U NIaHWETbI coaepaT B cebe BNoMHE B3pOC/bli hyHKUMOHaN, 1 Tenepb
OHW MOIYT KOHKYPMPOBAaTb CO CTaLMOHApHbLIMK KOMMbloTepamMn. OaHaKo, CpeacTB 3almThbl ANs
MOAOBHbIX YCTPOWCTB MOKa OYeHb Masio. TEeCTUPOBAHME M NMOUCK YSI3BUMOCTEN B HUX MPOUCXOAMUT He
TaK MHTEHCMBHO, Kak ans MK, To e camoe KacaeTcst U MOBUSIbHBIX MPUIOXEHWUN.

CoBpeMeHHble MObubHbIE Bpay3epbl Y)Ke NPakTUYEeCKN AOrHaAN HAaCcTObHbIE aHANorn, 0AHaKo
paclumMpenne dyHKUMOHanNa BneYeT 3a coboi 60/bLUYH0 CTOXHOCTb M MEHBLLYIO 3aLUMLLEHHOCTb.
[aneko He BCe NpoOM3BOAUTENN BbIMyCKAOT 0OHOBNEHUS], 3aKPbIBAOLLME KPUTUYECKME YSI3BUMOCTH
[UNsi CBOUX YCTPOMCTB.

OcHOBHbIe COBETHI ANs 6€30nacHOCTN MObUNbHOro TenedoHa:

Huuero He saBnseTca no-HacrosiweMy 6ecnnaTtHbIM. byab OCTOpoXeH, Beab koraa Tebe npeanaratoT
6ecnnaTHbli KOHTEHT, B HEM MOFYT 6bITb CKPbIThl KaKMe-TO MnaTHble YCyru;

[ymaii, npexae Yem oTnpasuTb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HaELb, 1€ OHKU ByayT B
KOHeYyHoM utore?

HeobxoanmMo 06HOBNSATL ONEPaLIMOHHYIO CUCTEMY TBOEro CMapTdhOHa;

Mcnonb3yi aHTUBMPYCHbIE NPOrpaMMbl Ansi MOBUIIbHBIX TeNedoHOB;

He 3arpy»aii NpUIOXEHNS OT HEU3BECTHOIO UCTOYHMKA, BEAb OHW MOMYT COAEPXAaTb BPEAOHOCHOE
nporpaMmMHoe obecrneyeHue;

Mocne Toro Kak Tbl BbIAELLb C CaliTa, rae BBOAUN JIMYHYIO MHAOPMaLWMIO, 3alan B HAaCTPONKK
6paysepa v yaanu cookies;

Meproanyeckn NpoBepsii, Kakne nNnaTHble YCNyrn akTMBMPOBaHbl Ha TBOEM HOMEpE;

[aBali cBON HOMep MObWbHOro TenedoHa TONbKO I0ASM, KOTOPbIX Thl 3HAELb U KOMY AOBEpPSELLb;
Bluetooth fgomkeH 6bITb BbIKNOYEH, KOrAa Thl UM He NMonb3yelbes. He 3abbiBaii MHOrAA NPOBEPSTh
3To.

Online urpbl

CoBpeMeHHble OHMaNH-UIpbl - 3TO KpacoYHble, 3axXBaTbiBaloLMe pa3BrieyeHuns, 0bbeanHsowme
COTHM TbICAY Y€NOBEK MO BCeMy MMpY. rpoku nccneayoT AaHHbIA UM MUp, 06LatoTcs Apyr C



APYroM, BbIMOMHSIOT 3alaHNs, CPAXKaTCsl C MOHCTPaMM U MOyYatoT OnbIT. 3@ YA0BOMLCTBUE OHU
NNaTAT: NOKYMNalT AUCK, OMlauynMBaloT abOHEMEHT UK NPUOBPETAIOT KaKmne-To OnumMn.
Bce 371 cpeacTBa MayT Ha noaaep)kaHue U pasBUTUE UIpbl, @ TaKke Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CMCTEMbI aBTOPMU3aLMK, BbiMyCKaloTCS HOBble NaTum (UMdpoBble 3annaTku Ans
NporpamM), 3aKpbIBAOTCS YS3BUMOCTY CEPBEPOB.
B noao6HbIX Urpax CTOWUT ornacaTbCsl HE CTOSIbKO CBOMX COMEPHMKOB, CKOSIbKO KPaXKu TBOEro Mapons,
Ha KOTOPOM OCHOBaHa CMCTeMa aBTopM3aLnM 60/bLUMHCTBA Urp.
OcCHOBHble COBETbI N0 6€30MacHOCTM TBOEr0 UFPOBOrO akKayHTa:

1. Ecnu apyroi urpok BegeT cebsi Nnoxo Uan co3naeT Tebe HeNnpUSITHOCTK, 3a6/IOKMpYii ero B

CMUCKE UIPOKOB;

2. Toxanyics agMUHUCTPATOPaM Urpbl HA MJIOX0E NOBEAEHNE 3TOrO UMPOKa, XKenaTeslbHO
NPUIOXUTL KakKue-TO [10Ka3aTeNlbCTBa B BUE CKPUHOB;
He ykasbiBall nnyHyto MHdopMaumto B npodaiine urpsbl;
YBaXkalh Apyrux y4aCTHUKOB MO Urpe;
He ycTaHaBnmBal HeobuUManbHbIE NaTuM U MOfbI;
Mcnonb3yi CNoXHbIE M pa3Hble Naponu;

N o v s Ww

[laxke BO BPEMSsI Urpbl HE CTOWUT OTKJIKOYaTb aHTMBMPYC. Moka Thl Urpaellb, TBOM KOMMbIOTEP
MOryT 3apasuTb.

OUWMHT MK KpaXka NIMYHBIX AaHHbIX

O6bIYHON KpaXkeit AeHEr U AOKYMEHTOB CEFOAHS YXKEe HUKOrO He yAMBMLUb, HO C pa3BUTUEM
NHTEPHET-TEXHOMOMNIA 3/10YMbILLNIEHHUKN NEPEMECTUNNUCE B MHTEPHET, U NMPOAOIHKAIOT 3aHMMATbCS
"nobumbiM" genom.

Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLUEHHNYECTBA UM DULLWHT, rNaBHas Lelb KOTOpPOoro
COCTOUT B MOJTy4YeHUM KOHPMAEHUMANBHBIX AaHHbIX NOSb30BaTENEN - TOFMHOB M Naponel. Ha
aHrnnckoM asbike phishing unTtaetcs kak duwmHr (ot fishing - pbibHas nosns, password - Naposb).
OCHOBHbIE COBETHI N0 60pbbe € PULIMHIOM:

1. Cneam 3a CBOMM akkayHTOM. Ecnn Tbl N0A03peBaeLlb, YTO TBOSI aHKETa bbina B3floMaHa, To
HeobxoanMo 3ab6/10KMpPOBaTh €e U COOOLWNTL 3AMMHUCTPATOPaM pecypca 06 3TOM KakK MOXHO
cKopee;

2. Wcnonb3yi 6e3onacHble Be6-CaliThl, B TOM YNC/E, UHTEPHET-MarasvHOB M NMOUCKOBbIX
cucTem;

3. Wcnonb3yi crnoXHble U pasHble Naposun. TakuMm obpasoMm, ecnv Tebst B3NOMatoT, TO
3/10yMbILNIEHHWKM NMOJTyYaT AOCTYN TONMbKO K OAHOMY TBOEMY NPOdUIO B CETU, @ HE KO
BCEM;

4. Ecnu Tebs B3nomanu, To HeobXxoanMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
fobasneHbl y Tebs B ApYy3bsiX, O TOM, YTO Tebsi B31IOManuM 1, BO3MOXHO, OT TBOEr0 MMEHM
ByaeT paccbinaTbCa Cnam M CCbiNIKM Ha PULIMHIOBbLIE CalThI;

5. YcraHoBu HagexHbin naponb (PIN) Ha MOBUNbHLIM TenedoH;

6. OTKOUM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBa hannbl U Apyrue BOXKEHNUS B MUCbMaX, AAXE €C/TN OHW NPULLIN OT TBOUX
Apy3en. Jlyywe yTOuHN Yy HUX, OTMPaBAsIn i OHKU Tebe 3Tn daiinbl.

LUndposas penytaums
Lndposas penytaums - 3TO HeraTMBHas Wan NO3MTUBHAS MHbOpMaums B CeTU O Tebe.
KomnpomeTupytowas nHdopmaums, pasMelleHHast B MIHTEPHETE, MOXET Cepbe3HbiM 06pa3oM



OTpa3nTbCsA Ha TBOEWN peanbHOW Xu3HW. "Lindposas penytaums” - 3T0 TBON MMUOK, KOTOPLIV
dopmmpyeTca 13 nidopmaumm o Tebe B MHTEpHETE.
TBOE MeCTO XUTENbCTBA, Y4ebbl, TBOE (DMHAHCOBOE NOIOXEHNE, 0COBEHHOCTU XapaKTepa u
pacckasbl 0 65IM3KMX - BCE 3TO HaKanMBaeTCs B CETW.
MHorvne NoApOCTKN NIErKOMbIC/IEHHO OTHOCATCS K Ny6nmKaumnm nndyHor mHdopmaunm B HTEpHeTe,
He MOHMMas BO3MOXHbIX NOCNEACTBUIA. Thbl AaXe He CMOXeLUb A0raaaTbCst O TOM, YTO doTorpadus,
pa3MeLleHHast 5 NeT Ha3ad, cTana NpUYMHON OTKasa NpUHSATL Tebsi Ha paboTy.
KoMMeHTapum, pasMmelleHre TBomx (oTorpacduin u apyrme AeNCTBUS MOMYT HE UCYE3HYTb AaXe
nocne Toro, Kak Tbl MX yAanuib. Tbl HE 3Haellb, KTO COXPaHW 3Ty MHMOPMaLMo, Nonana i OHa B
MOMCKOBbIE CUCTEMbI M COXPaHWIach M OHa, a MMaBHOE: YTO NoAyMaloT O Tebe okpyKatowwme Nam,
KOTOpble HakayT M yBMAAT 3T0. HalTn nHhopMaumio MHOMo NET CryCTs CMOXET loboW - Kak K3
A06pbIX NOBY>XAEHUI, TaK U C HAMEPEHUEM NPUYNHUTL BPed. ITO MOXET ObITb KTO YroAHO.
OCHOBHbIE COBETHI MO 3aLiMTe LUMMPOBON penyTaumnm:
1. Moaymai, npexzae YeM YTo-To Ny6IMKOBATL U NepeaaBaTh y cebsi B 6nore nnm B
coLmanbHoun ceTu;
2. B HacTpoiikax npocuns ycTaHOBM OrpaHMYeHUsi Ha MPOCMOTpP TBOEro npoduns u ero
COAEPXXMNMOro, caenai ero Tonbko "ans apysen”;
3. He pa3melyait 1 He yka3biBail MHGOPMaLIMIO, KOTOPAsi MOXET KOro-IMbo 0CKopoNsTL Uin
obmxaThb.
ABTOpCKOE NpaBo
CoBpeMeHHble LWKOMbHUKKN - aKTUBHbIE NONb30BaTENN UMGPOBOro NpocTpaHcTBa. OfHaKo Aaneko He
BCE 3HAIOT, YTO MOJIb30BaHWE MHOMMMW BO3MOXXHOCTSAIMU LMpPOBOro Mupa Tpebyet cobntogeHuns
npaB Ha UHTENNEKTyanbHY0 COBCTBEHHOCTb.
TepMuH "MHTeNnekTyanbHas co6CTBEHHOCTL" OTHOCUTCS K pa3IMyHbIM TBOPEHUSIM YeNTOBEYECKOro
yMa, HauMHas C HOBbIX M300PETEHNI 1 3HaKOB, 0603HaYatoLMX COBCTBEHHOCTb Ha NMPOAYKTHI U
yCnyru, v 3aKkaHunBas KHUramu, otorpadusamMm, KUHOPUIbMaMu U My3blKasbHbIMM
Npov3BeAeHNSMN.
ABTOpCKME Mpaga - 3TO NpaBa Ha UHTENNEKTyanbHYO COBCTBEHHOCTb HA MPOU3BEAEHNS HAYKW,
MTepaTypbl U UCKYCCTBa. ABTOPCKME NpaBa BbICTYNAlOT B KAYECTBE rapaHTUK TOro, YTo
WHTENNEKTyaNbHbIN/TBOPYECKMIA TPYA aBTOpa He ByAeT HanpacHbIM, AacT eMy CripaBea/MBble
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, NoayynTb U3BECTHOCTb M NPU3HAHKE.
HukTo 6e3 paspelleHns aBTopa He MOXET BOCMPOU3BOAUTb ero Npou3BeaeHne, pacnpoCTpaHsTh,
ny6AnyHO AEMOHCTPUPOBaTL, NPoAaBaTb, UMMOPTUPOBaTb, NyCKaTb B NPOKaT, Ny6/IMYHO UCMOMHSATD,
NoKa3blBaTb/MCNONHATL B 3duMpe nnn pasmewaTtb B VIHTepHeTe.
Mcnonb3oBaHue "nmupaTckoro” NporpaMMHOro obecneyeHmns MOXeT NPUBECTU K MHOTUM pUCKaM: OT
NOTEePU AaHHbIX K TBOMM aKKayHTaM 0 6/10KMPOBKM TBOEr0O YCTPOMCTBA, rAe YCTaHOBNEHA
HeneranbHas nporpammMa. He ctouT Takxke 3abbiBaTb, UTO CyLECTBYIOT NierasnbHble 1 6ecnnaTtHole
nporpamMmMsbl, KOTOpbIE MOXXHO HAWTK B CETW.
O noptane
CeTeBMYOK.pd - TBOM MaBHbI COBETUMK B CETU. 34€Cb Thbl MOXELLb Y3HaTb 0 6€30MacHOCTU B CETU
MOHATHBIM M AOCTYMHbIM A3bIKOM, @ NMPU BO3HUKHOBEHWUM KPUTUYECKOW CUTYyaumum 06paTuTbCs 3a
COBETOM. A TakXe NPUHSTb y4acTue B KOHKypCax U CTaTb CaMbIM LM(POBbIM rpaXxaaHUHOM!
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